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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators | System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and
the audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes
involved in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing
data source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of
the servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide
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2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.
You will find the methods to change the passwords of the following components:

e Oracle FLEXCUBE Host Schema

e Scheduler Data Source

e ELCM Data Source

e Gateway Data Source

e Branch Data Source
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The following diagram briefs the steps involved in changing the passwords of the above

components.

Change the password in
fcubs.properties file
through Installer

START

Yes

Host
Schema
Password

Changed

Yes

SMTP server
Password

h J

Change Application data source
password in
WebLoaic/WebSphere console

v

Change Branch data source
password inWebLogic/
WebSphere console

v

Change ELCM data source
password in
WebLogicWebSphere console

v

Change Scheduler data source
password in
WebLogicWebsphre console

v

Change BIP data source
password in
WeblLodgicWebSphere console

v

Changed

Mo

hd

EMS FTP
server
Password
Changed

Mo

Yes

e

Change Gateway data source
password in
WebLogicWebsphre console

Change the password in
feubs.properties file
through Installer

F Y

b4

BPEL
Password
Changed

Yes

Change the password in
fcubs.properties file
through Installer

I
i

[ Continues... )

ORACLE

2-2




Continues...
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4, Select ‘Connection Pool tab.

ORACLE WebLogis Server® mammsemion comeo = @ o]

&) Home LogOut Prefersnces

Change Center Record Help Q Welcome, weblogic ‘ Connectzd to: base_domain

View changes and restarts Home >Summary »FCUBDS

Configuration editing is enabled. Future Settings for FCUBDs.

changes wil sutomaticaly be activated s you

madify, add o delete items in this domain Configuration | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orace | ONS | Transaction | Diagnostics | Identity Options
base_demain -

B-Environment Save

~-Deployments

F-Services The connection poal within 2 JDBC data source contains a aroup of JDBC connections that applications reserve, use, and then retum to the paol, The connection pool and the connections within it
IMessaging are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target,
~-Data Sources
~Persistent Stores Use this page to define the configuration for this data source's connection pool,

~Foreign JNDI Providers
~Work Contexts

XML Registries 45 URL: jdbe-oracle-thin-@10.184 74 142-1521 KERDEV3
=XML Entity Caches
~3COM

~Mail Sessions

~Fi T3 =]

] Driver Class Name:

oracle jdbc. OracleDriver

How do L.. a
@] Properties:
« Configure testing options for 2 JDBC data 2ser=FC1131IUT =
saurce

« Configure the statement cache for a JDBC
connection pool

+ Configure redential mapping for a JDBC data

source =

System Status = System Properties:

Health of Running Servers

I FalkdC
Critical
Overloa
wiarning (0}

I O (2) 5 Password:

=

Confirm Password: seeserersesersnned

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
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6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE Waboge Sarvar® sammmraion commo T -]

Change Center @ Home Log Out Freferences [5] Record Help Q Welcome, weblogic | Corncted to: base_domai
View changes and restarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes wil automatically be activated as you o Test of FCUBDs on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBDs.

Domain Structure

hase_domain =l Configuration || Targets w Control | Security | Notes

-Environment Statistics

~Deployments

EServices

B
ess20nd Use this nage to test database connections in this TOBC data source.

~-Data Sources

i~ -Persistent Stores

~-Foreign INDI Providers

~~Work Contexts

~-XML Registries

~“XML Entity Caches

{ Customize this table

& Test Data Source (Filtered - More Columns Exist)

~§COM I Showing 1to 1of 1 Previous | Next
~Mail Sessions
—FileT3 5 Server State

How do I... =] ) | Managedserver Running

« Test JDBC data sources Showing 1to 1of 1 Previous | Next
« Configure testing options for a JDBC data
source

System Status =
Health of Running Servers

[ Fakd®
[ critical @)
[ Overbaded ()
[ wamng(@

I - ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help | Q,

View changes and restarts Home =Summary of IDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you 4 Test of FCUBDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

base_domain N Configuration | Targets | Momitoring | Control | Security | Motes
GH-Environment
--Deployments
Eh-services

[F-Messaging

~-Data Sources
~~Persistent Stores
F--Foreign JMDI Providers
Work Contexts

XML Registries

~"¥ML Entity Caches

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

-§COM
~-Mail Sessions
~—Fil= T3 j Server
How do L.. = O | Managedserver

« Test JDBC data sources

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to
test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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Changing Password in Decentralized Setup

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

r b

[£] Oracle FLEXCUBE Universal Installer = | S |-

Oracle FLEXCUBE Investor Servicing ORACLE

Database Installation
Provide schema details.

Hame Value
Username installer
Password I TTTIITTITL]
Connect String testdb
IP Address 10.10.10.10
Port 1521

Test Connection

Log Back Next Exit

b

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.3

3.3.1

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.3.2 Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.
4. Select Connection Pool tab.

ORACLE Webtoge server® mammarm com = @ O

Change Center @ Home Log Qut Preferences [&] Record Help Q Welcome, weblogic | Cornected to: base_domai
e T Home >Summary of JDBC D <5 >FCUBS_SchedulerDs
Configuration editing is enabled. Future Settings for FCUBS_SchedulerDs
changes wil automatically be activated as you
mecify, add or delete items in this domain. e jon | Targets | Monitoring | Control | Security || Notes
Domain Structure General | Conmection Pool | Orace | ONS | Tramsaction = Diagnostics | Identity Options
base_domain [=]
HEnviranment LS
~-Deplayments
“Services The comnection pool within & JDBC data source cantains & graup of JDBC connections that applications reserve, use, and then return ta the pol. The connection pool and the connections within it
BF-Messaging are created when the connection pool is registered, usually when starting up WeblLogic Server or when deploying the data source to a new target.
~Data Sources
~Persistent Stores Use this page to define the configuration for this data source's comection pool

~Foreign JNDI Providers
~\Wark Cantexts

XML Registries | | aQumu idbc:cracle.thin@10.184.74.142.1521 KERDEV3 The -‘—‘j“n;:};;ﬂ%f to connect to. The format of the URL varies by JDBC
XML Entity Caches - -
--jcomM

“all Sessians @) Driver Class Name: oracle jdbc xa.client. OracleXADataSource

e T3 =

How do L. a
5] Properties:
« Configure testing options for a JDBC data user=FC1131IUT =
source
« Configure the statement cache for a JDBC
connection pool
« Configure credential mapping for a JDBC data
saunce I
System Status g System Properties:
Heslth of Running Servers
I Faied (3)
@] Password: sesessesesnasened C driver ating physica

Confirm Password: sssesccssssescsnes

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.
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7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

Change Center
View changes and restarts
Canfiguration editing is enabled, Future

changes will automatically be activated as you
medify, acd or delete items in this domain.

Domain Structure
base_domain
E--Environment
“-Deployments
-Services
B-Messaging

~-Data Sources
~Persistent Stores
~-Foreign JNDI Providers
~“ark Contexts
~-XML Registries
~¥ML Entity Caches
~-jCOM

~Mal Sessions
e T3

« Test JOBC data sources

+ Configure testing options for  JDBC data
source

How do L. =]

ORACLE weblogic Server® Administration Cansole

@ Home Log Out Preferences [&] Record Help Q

Homs > Summary of JDBC Data Sources
Messages

« Test of FCUBS_SchedulerDS on server ManagedServer was successful.

Settings for FCUBS_SchedulerDS

Conficuration | Targets cm\ Searity || Notes

Use this page to test database connections in this JDBC data source.

 Customize this table

Test Data Source (Filtered - More Columns Exist)

| EEes |

Welcome, weblogic ‘ Comnected to: base_domai

Showing 1to 1of 1 Previous | Next

Server State

© | Managedserver Running

Showing 110 1of 1 Previous | Next

Health of Running Servers

[ Faledf)

I criteal (o)
[ Overlosded
I waming(@
I O« (%)

System Status [=]

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help |
View changes and restarts Home =Summary of JDBC Data Sources
. . Messages
Configuration editing is enabled. Future
changes will automatically be activated as you 4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,
modify, add or delete items in this domain.
Settings for FCUBS_SchedulerDs
Domain Structure
base_domain =] Configuration | Targets | Monitoring | Control | Security | MNotes
B-Envir
Environment Statistics | Testing
--Deployments
EF-Services
[H-Messaging ) o
Use this page to test database connections in this JDBC data source,
--Data Sources
~~Persistent Stores
--Foreign JMDI Providers [ Customize this table
~Work Contexts
~XML Registries = Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
--JCOM
~"Mail Sessions
~-File T3 - Server
How do I... = O | Managedserver
« Test JDBC data sources

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Investor Servicing Installer.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.4

3.4.1

Chanqging Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.4.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4, Select ‘Connection Pool tab.

Ty, 500 O Tt TU=me T e Cmam.

< fon | Targets | Moritoring | Control | Security || Notes
Domain Structure
General | Connection Pool | Orace  ONS | Transacton  Diagnostics | Identity Options
base_domain -

B-Enviranment

Save

The connection pool within 2 JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection poel and the connections within it
are created ihen the connecton paol is registered, ususlly when starting up WebLagic Server or when deploying the date source to & new target

~-Persistent Stores ) .
- Foreign IND1 Proiders Use this page to define the configuration for this data source's comection podl,

e L jdbe-oracle-thin-@10.10.10.10:1010 KERDEV3 he URL of the database to connect to. The format of the URL by JDBC
ser.  More Info
|l Sessons 5] = @ orverdasshiame: oracle jdbc xa.client OracleXADataSource
Howdo L. 5

Properties:
+ Configure testing options for a JDBC data ] Properties
source user=FC1131TUT J

+ Configure the statement cache for & JDBC
connection pocl

+ Configure credential mapping for a JDBC data
source =

System Status =]

System Properties:
RS o Rixmmy Seavere B

| Failed (0)
| Critical (C
Overloaded (0)

g

[ Warning (0)

I < )

] Password: sessssssssssssssed

Confirm Password:

seersssasssssnnang
Initial Capacity: 1 The number of physi jons to create v g the connectior
pocl. More Info...
Maximum Capacity: 15 e maximum number of physical connections that this connection pool
1. More Info..,

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again
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6. Click ‘Save’.
7. To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.
8. Select the target server and click ‘Test Data Source’.
9. The screen displays a message confirming successful testing.
ORACLE Weblogic Server® Administration Console I
Change Center @ Home Log Out Preferences Record Help |
View changes and restarts ;: erl 3 :SF‘LE;T;;;r\;\I:(;gLBE = Sources »FCUBS_ELCMDs =Summary of JDBC Date Sources =F
Configuration editing is enabled. Future Messages
changes will automatically be activated as vou
modify, add or delete items in this domain, 4 Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

base_domain - Configuration | Targets Cnnlml Security | Notes
BH-Environment

~-Deployments Statistics

Eb-Services

[H-Messaging

~-Data Sources
~-Persistent Stores
r~-Faoreign JMDI Providers

|Use this page to test database connections in this JDBC data source,

--Work Contexts [ Customize this table

~-¥ML Registries [

—¥ML Entity Caches Test Data Source (Filtered - More Columns Exist)

--JCOM —I

~Mail Sessions

——File T3 j

Server State
How do IL.. =]
O ManagedServer Running

« Test JDBC data sources

» Configure testing options for a JDBC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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4.1

4.2

42.1

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Chanqging Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1.

2
3
4,
5

Determine the downtime for the password change and test activities
Inform all concerned users and groups

Ensure that all users have logged out of Oracle FLEXCUBE system
Stop the target server to which the data sources point.

Stop Oracle FLEXCUBE application

This completes the prerequisites.
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4.2.2 Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console

Welcome admin

Welcome
Bl Guiced Activities

B s=rvers

pplications

ervices

ssources

[l Security
Global security
Security domains

Administrative Authorization Groups

SSL certificate and key management
Security suditing

Bus security

Envirenment

ystem zcministratien

Users anc Groups
Monitering snd Tuning
B Troublashooting

B] Service intzgration

[ upp1

Clobal security

Use this panel to configure

functions and is used 2= 2 default security pol
applications.

Security Configuration Wizard

and the default
icy for user pplic

policy. security configuration
domains can be defined to overr

Security Configuration Report

Administrative security

userroles

sscurity

Application security

[ enzble zpslication security

Java 2 security

[ Use Java 2 security to restrict application

&5 to local resourcas

Warn if applications are granted custom permissions

Restrict access to resource authentication data

User account repository
Current realm definition
Federated repositories

Availabls realm dsfinitions

Federatad v Configure...

Set as current

Apply | | Resst

Authentication

Authentication mechanisms and
® Lren
Kerberos and LTPA

(This function is currently d
possible future updates.)
Kerberos confiquration

O swam

Logout

Clozs pags

=pplies to the security pol
de and customize the sec

for all administrai
policies for user

expiration

isabled. See the IBM Support site for

Authenticstion cache settings

Web and S

security

RMI/1IOP

curity

B J=va Authentication and Auth

pplication lagins
Sustem logine

12¢ datz

orization Service

[ use realm-qualified user n3

Security domzing

o "TM) Authentication snd
Authorization Service {JAA5) login configurations that are
n resources including the authentication
mechanism, principal mapping, and credential mapping. Yau
carnot remawve the default login configurations because

Sxtemal providers

doing o might cause applications to fail.

Custom propertiss

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome

‘ View: [ Al tasks v

welcome
Guided Activities
[l servers

B Server Types
WebSphers application ssrvers
webSphere MQ servers

Web servers

Applications

ervices

esources
B security
Global security
Security domains,
Administrative Authorization Groups
SSL certificate and key management
Security zuditing

Bus security

Envirenmant

ystem scministration

Users ang Groups

Menitering and Tuning

roublzshooting

<rvics intsgration

uppI

Global security > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Java(TM)

Apely

Preferances

Hele

2 connector security to use.

Prefix new alias names vith the node name of the cell (for compatibility vith earlier releases)

Legout

Cloze p=ge
7 = [l islp

Field help

For fiald halp information,
select = field label or list
marker vhen the help
cursoris displayed.

Page help

More information sBout
th

[New|| Delsts

Command Assistance

2=

Select | Alias & |usermo &

Description &

You can administer the folloving resources:

O

|LA1.465R2

LAL485R2

Total 1
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3. You will notice a table showing the list of JDBC sources. Choose the node used by host
schema data source.

Cuidec Activitizs
E servers

Bl Server Types

WebSphers application servers
webSphere MQ servers

Global security > JAAS - 32C data > IPL: /LA1465R2

Spacifiss 2 list of uzer identities 2nd passwerds for Java(TM) 2 cennecter security to uss.

General Properties

Integrated Solutions Console ~ welcome Help | Logout f§
View: | All tasks v ‘ Cell=IPL189D0 e06Cell, Profile=A 5 -
welcome [Global security _

Field help
For

* alizs

[1PLiz300RNode08/LAI4E5RE

Web servers Mers Information about
[+ Uzer 1 this oage

= [ESPTEEE

B Applications Command Assistance

H Services + passvord View administrative
....... Scristing command for Izt

B Rescurces Sction
Description

B secuny Aias5R2

Glabal sscurity

Page help

[Zeely] [ok] [Reset] [ cancal

B Environment
@ System zcministration
B Users anc Groups
B Monitoring zn Tuning
@ Troublesheeting

B Sarvics integration

upDI

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list

of all data sources created in the application server.
3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test Connection’ tab.
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5. The screen displays a message confirming successful testing.

Integrated Solutions Console ~ Welcome
View: [All tasks v
welcome
Guided Activities Ef e Field help
g I ~ _ e For fisld help inform]
Servers The test connection operation for dats source LATAM on server serverl at node elect = field label of |
e —— 1PL1ESDORMNode06 vas successful. Tsricar vhen the help
ver Tvp cursor is displayed.
webSphere application servers
WebSphere MQ servers Data sources Page help
e e . More infermation aby
Veb servers Use this page to adit the sattings of a datasourcs that is assaciatad vith your selectad JDBC provider. The datasource objact supplies [Frrrra—
your application vith connactions for sccessing the datzbaze, Learn mare sbout this task in = quided activity, & guided activity provides e
Applications = list of tzsk steps =nd more geners| informstion sbout the topic. Command Assistance
B Services [ Scope: =All scopes. View administrative
zerinting command fo]
Bl Resources Scope specifies the level at which the resource definition is visible. For detailed information on actien
Schedulers vihat scope is and how it works, sze the scope settings hel
Object pool managars
=i < [al scopes v
IMS
Bioec Praferences
JDEC providers
o New|| Delet= || Test connection Manage state..
Data sources (WebSphere Application Server —
v 3k
Ad
& s i Select| Name 2 INDI name 2 Scope Provider 2 Description % | Category
Asynchronous beans
You can administer the folloving ressurcas:
Cache instances
D Default DefaultDatasource | Node=IPL183DORNode06,Server=serverl | Derby JDBC Datasource
Wil = P
Datasource Provider for the
URL WebSphere
Resource Environment et
Application
B Security 0 jdbc/fjBranchDE | Node=IPL183DORHod=08 Server=servert | Oracle JDBC | New JDBC
river (XA) Datasource
Global zecurity
doma D ECUE! heduler | jdbc/fijSchedulerDS | Node=IPL189D0ORNede06 Servar=serverl | Oracle JDBC News JDEC
_ river (XA) Datasaurce
thorization Groups
oL e o R dl RLD | FLEXTEST.WORLD | Node=IPL183DORNod=06, Servar=sarvart | Oracle JDBC | New JDBC
Driver (XA) Datasource
Security auditing
Y ——— [ |Laram idbc/fcidevDs Node=IPL183DORNode 06, Server=servert | LA1465R2 lew JDBC
Datasource
Envirenment Total 5
System zcministration
Users and Groups
Menitering anc Tuning
Troublzshsoting
Service integration
upDI
A v

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

4.3 Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

4.3.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2

Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server

Integrated Solutions Console

Welcome admin

‘ View: [all t= - |

Welcome

Guided Activities Global security
Servars

functions and is

used 23 2 default securi
zpplications.

Applications

olicy for user applica

Services

Resources Security Configuration Wizard |

Use this panel to configure administration and the default application security polic

ions. Security domains can b

Help | Logout

to averr

Security Configuration Report

Bl s=curity Administrative security

bal security

Enble =

Security

user roles
Acminisurative group roles
istrative authentication

domzins

sscurity

strative Authorizztion Groups

cate and key manzgement
Security auditing Application security
Bus szcurity

[ enzble zpslication z=c

Envirenmant

Systam sdministration Java 2 security

[ Use 1ava 2 security to restrict =l

= to local resources
Users and Graups K
Warn if applications are granted custom permissions

Restrict ac

Menitering and Tuning

== to resource uthentication data

roublesheoting
User account repository
FETEE TR I Current realm definition
Fedarated repositaries

uoDI

Avsilzble realm definitions

Federated i ¥| | configura... Set as current |

Apply | | Reset

Authentication
Authentication mechanisms and expiration

® uren

Kerbsros and LTPA

(This function is currently disabled. See the I8M Support site for

possible future updates.)

Kerberos configuration

© sWAM [deprecated): No authenticated communication between ses

Authentication cache settings

eb and SIF security

RMI/IIOP

curity

This security configuration zpglies ko the security pelic
e verride and custamize the securi

Cless paas

for all administrat
policies for user

H Javs Authentication and Authorization Service

Application logins
System logins

1z

cats

Fios-alist-of2

" and

[ use resim-gualifiae user n3authorization Service (JAAS) login configurations that are
used by system resources including the authentication

mechanism, principal mapping, and credential mapping. Vo

cannot remowe the default login configurations because

daing so might cause applications to fail,

Security domzins

External authorizztion providers
Custom propsrtiss

2. Go to Security > Global Security > Java Authentication
Authentication Data.

Integrated Solutions Console

Welcome

View: | All tasks v ‘

ErizteET i Glabal security > JAAS - J2C authentication data
Els=rvers Specifies 3 list of user identities and passwords for Java(TH) 2 connector secur
Besom

WebSphere application servers
WebSphere MQ servers

web servers

Apply

Applications Preferences

Sarvicss

Help | Legout

Prafix new zlizs names vith the neds name of the cell (for compatibility vith earier relezses)

New || Delete

Resources

Bus security

B s=curity L
Globsl security SEIE(tlAI\as 2 |UsErlD s |nasmptim o
Sy e You £an administer the folloving rezources:
Adminiztrstive Authorizztion Groups
5 D IPL18SDORNodeD6/LALI465R2 LAL1465R2 LAL465R2
certificat and key manzzemen:
Security auditing
=curity auditing S

Envirenmant

Systam séministration

Users and Groups

Menitering and Tuning
B Troubleshosting

Service integration

uppI

and Authorization Schema > J2C

Field help

For field help information,
select 2 field label or list
marker when the help
cursor is displayed.

Page help
More information about
thi

Command Assistance
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3. You will notice a table showing list of JDBC sources choose the node which is used by
Oracle FLEXCUBE application.

Integrated Selutions Console Welcome

| View: [l tazks = ‘ L18900
welcoms Global security
lGuwedictwites Global security > JAAS - J2C data > IPL: /LAL465R2 Field help

For field halp information,
Eservers Specifies 5 list of user identities 2nd passvords for Java(TH) 2 connector sacurity to Use. celect 2 field |abel or list
marker vhen the help

General Properties
- cursor is displayed.

B server Types
wehSphere application servers

WebSphere MQ servers ORNode08/ LALAB5RE Page help
web servers More information sbout
# User ID thiz psge
= LA1465R2
ligpplics Sony Command Assistance
B Services # Passuord View administrative

Zoripting command for last

actien

Resources
Dascrigtion

Bl security [

Gl

Administrative Authorization Groups et ] [oK] [Reset | [ cancel

key management

[ Envirenment

[ System acministration
Users and Groups

[ Monitoring znd Tuning
B Troublzshooting

@ Service integratien

Euoor

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.
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5. The screen displays a message confirming successful testing.

Integrated Solutions Console ~ Welcome .

-
[ [ s
Bl Guicze Activitizs B Mazzagss Field help
ld hel fe t|
Bserers TR sld help informat
at node [PL18SDCRNode0s
B server Typas

Data sources

cted JDEC provider. The dat
is task in a guided activit

bSphere Application Server

& &

Select Name JHDT nzme Scope Provider © Description | Category §

You can administer the folloving resources:

[] | Defaut DefaultDatesource | Hode=IPL18IDORNad=06, Servar=servert | Derby JDBC
Datssource Provider

[ | Ecues erancn jdoc/fqBranchDS | Node=IPL183DORNed=06, Sarvar=sarverl | Oracle JDEC
Driv

jdbc/fcjSchedulerDS | Hode=1PL183D0RNode05, Ser

Datasource
RLD | FLEXTEST.WORLD | Node=IPL1ESDORNed=08, Sarv

Hew JDEC
Datzsource

o |« sdbc/fdevDs Hode=IPL183DORNode0S,

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

4.4 Changing Gateway Password

If you change the host schema password, you also need to change the gateway password.

441 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.

4. Ensure that all users have logged out of Oracle FLEXCUBE system
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.
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4.42 Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Log into IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication

Authentication Data.

and Authorization Schema > J2C

Integrated Solutions Console

Welcome admin

| View: | All tasks

~

Guiced Activities

B 2pplications
Services

Resourcas

E S=curity

Global security
Securin

horization Groups

ficate and key management
Security auditing

Bus security

Environment

ystem administration
Users and Groups
B menitsring and Tuning

roubleshosting

=rvics intagration

B upor

Global security.

panel to configure administration and the default applicatio
= =nd is used == = default securi

curity policy for user =pplications

[ Security Configuration Wizard |

curity domain:

ity policy. T

Security Configuration Report

Administrative security

Enable

security

inistrative croup roles

Agministrative suthentication

Application sacurity

[ enable application security

Java 2 security
[ use 3ava

Lrity to restrict application

warn if 2ppli

ions are grantsd custom permissions

Restrict ac:

to resourcs authentication dats

User account repository
Currant realm definition
Federatzd repositaries

available realm definitions

Federated repositories v [ configure... Setas current

Apply | | Reset

Authentication

Authenticstion mechanisms and expiration

© 7z

Karbaros and LTBA

(This function is currently disabled. See the IBM Support site for
possible future updates.)

.

Kerberos confiquration

Helo

rity configuration applie:
e defined to override snd customize the sec

Logout

o the security pol r all administrative

7 policies for user

RMI/IIOP

between servers

[ J=v= Authentication and Authorizafion Servics

pplication loging
Sustsm logins
220 cats

Fiosa it okd

[ Us= resim-guslifi=d user ndauthorization Service (1AAS] loain configurations that are

Security domains
Extemal

orovigers |doing so might cause applications to fail,

used by system resaurees ncluding the authentication
mechanism, principal manping, and credential mapping, You
cannot remave the default lngin configurations because

Custom propertics

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Gateway data source.

Integrated Solutions Console

Welcome

‘ View: [ All tasks

v

Welcome
Guided Activities
H servers

El Server Types
WebSphere application servers

WebSphere MQ servers

Web servers

pelications

ervices
Resources
B Sscurity

Global security

Security domains

ministrative Authorization Groups
SSL certificate and key management

Security

Envirenment

ystzm aéministration

srs and Groups

lenitoring 2nd Tuning

roubleshooting

rvics intsgration

B upot

Global security > JAAS - J2C data
E

ifies 2 list of uzer identities 2nd passverds for Java(TM) 2

connector security to use.

Prefix new alias names vith the node name of the cell (for compatibility with earlier releases)

Aeply

Prafarances

Hels | Logeut

Clozs pags

Field help

For field help information,
select = field label or list
marker when the hela
cursor is displayed.

Page help
Mere informatien about
this page

[New| | Delete

=S

SE\EE‘:‘AMEE P ‘UsErID o |Desmptiun 5
You can administer the folloving rescurces:
] | ELiesnoanadens/ a1 sssR2 ‘u.mssaz |LA1455R2

Total 1

4. Specify the new password in the text field and click on Apply and then click on ok.
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4.4.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Log into IBM Websphere application server.

2. Goto Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD

4, Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Data sources

urce FLEXTEST.WORLD gatevay on

en the help
cursor is displayed.

ith your selected JDEC provider. The datssource object supplies
your dateba: ore about this tesk in = guided activity. A guided activity provides
3 list of task steps a Command Assistance
view sdministrative
Serinting command for,
formation on actien

B Scops: =All scopes

Preferances

New|| Delete || Test connection Manzge state.,

5

Bipec

Scope 4 Brovider § Description £ | Categery &

Hode=17L1 ver=saruart | Derby JDEC
Brovidar

HNode=IPL183DORNode06,Server=servert | Oracle JDBC

Node=1PL1

Node=IPLIESDORNadE06 Serv New JDEC
Datzzource

Node=IPL1BSDORNod=06, Servar=sarverl | LA1465R2 Nev JDBC
Datasource

Envirsnment

Systam zcministration
Uzers znd Groups
Menitering ane Tuning
Troublzsheoting
Sarvics intagration

[1]:1:34

£

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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